InfraGard engages subject matter experts

and addresses threat issues across each of D efe n d I n g D U r

the 16 critical infrastructure sectors

L nation's most
’ critical assets

Homeland Security (DHS), and the National
Infrastructure Protection Plan (NIPP).

MEMBERSHIP REQUIREMENTS:

- U.S. citizen, 18 years or older I n f ra G a rd

. Affiliated with a critical infrastructure sector AN ALLIANCE FOR NATIONAL
INFRASTRUCTURE PROTECTION
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« Agree to adhere to InfraGard Code of Ethics

and Information Sharing Policies
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https://www.infragard.org/

Key resources are publicly or privately
controlled resources essential to the minimal
operations of the economy and government.
The destruction of these individual targets
would not endanger security on a national

Critical infrastructures are those systems and
assets, whether physical or virtual, so vital to the
United States that their incapacity or destruction
would have a debilitating impact on security,
national economic security, national public health
or safety, or any combination of those matters, as

profoundly damage national morale, as defined defi . .

. . . . efined in Section 1016(e) of the USA PATRIOT Act
Revised: 9-13-2017

in Section 2(9) of the Homeland Security Act of of 2001, 42 U.S.C. § 5195¢(e).

2002, 6 U.S.C. § 101(9).

scale, but would create local disaster or



Partnership is our key

resource in protecting our
national security interests

As Americans, our lifestyle, economy, and national
security are supported by a complex framework of
businesses and services. The central role of these
critical infrastructures and key resources (CIKR),
however, makes them especially vulnerable as
targets for both physical and cyber attack.

The mission of the FBI is to protect the American
people and uphold the U.S. Constitution ... and

our vision is to remain ahead of the threat through
leadership, agility and integration. In an era where
threats to our country and risks to private enterprise
are escalating and intersecting, building mutual
respect and cooperation between the FBI and the
private sector has never been more important.

With the majority of infrastructure in the U.S. owned
and operated by the public-private sector, cultivating
information sharing partnerships that incorporate key
industry stakeholders alongside law enforcement
and government entities is crucial to protecting our
most important public assets.

InfraGard provides a vehicle for seamless public-
private collaboration with government that expedites
the timely exchange of information and promotes
mutual learning opportunities relevant to CIKR
defense.

The InfraGard Members Alliance (IMA) enlists the
knowledge base, and serves the interests of, a wide
range of private sector partners who own, operate,
and hold key positions within some 85 percent of the
nation’s critical infrastructure.

With thousands of vetted members nationally,
InfraGard’s subject matter experts include business
executives, entrepreneurs, military and government
officials, computer professionals, academia, and
state and local law enforcement—each dedicated to
contributing industry-specific insight and advancing
national security. Through this partnership, the FBI
gained an improved understanding of the threat-
scape and rich source of intelligence.

INFRAGARD MEMBER ALLIANCES

Alaska
Honolulu
Southern
Nevada

Sierra Nevada
Los Angeles
Arizona
Oregon
Sacramento
San Diego
San Francisco
Bay Area
Washinton State
Salt Lake City
Idaho

Memphis
Middle TN
Cincinnati
Central Ohio
Dayton
Northern Ohio
Toledo
Michigan
Indiana
Knoxville
Kentucky
Southeast TN

New Mexico
North Texas
Mississippi
El Paso
Houston
Arkansas
Louisiana
Oklahoma
Mobile
Austin Capital Texas
San Antonio
Rio Grande
Birmingham
Huntsville

Minnesota
North Dakota
South Dakota
Wisconsin
Nebraska
lowa
Springfield
Kansas City
Central Missouri
St. Louis
Chicago
Denver

Albany
Vermont
Boston

Maine

Rhode Island
New Hampshire
Buffalo
Rochester
New Jersey
Connecticut
NY City Metro
Philadelphia
Central PA
Pittsburgh
West Virginia

Atlanta

Coastal Empire
Norfolk
Charlotte
Eastern Carolina
South Carolina
Tampa Bay
Orlando
Jacksonville
Tallahassee
Maryland
Delaware
Nation’s Capital
South Florida
Richmond
Puerto Rico

Member Benefits

Access to InfraGard’s Secure Web Portal:
www.infragard.org

« FBI accredited website with 24/7 help desk and
secure messaging promotes communication
among members

- FBI and DHS threat advisories, intelligence
bulletins, analytical reports, and vulnerability
assessments in real time

« Access to iGuardian, the FBI’s cyber incident
reporting tool designed specifically for the
private sector

Unique Networking Opportunities

- FBI and other government agency presentations
to InfraGard Member Alliance events

« Special Interest Groups (SIGs)

« Peer-to-peer collaboration across InfraGard’s
broad membership

- Information sharing and relationship building with
FBIl and law enforcement at all levels

Training and Education

- Information Sharing Initiative (ISl) training
program

- FBI and other government security awareness
training programs

« SANS Institute, local and online training and
event discounts

- Free or discounted local seminars and
conferences

Thousands of
members, one

Mission




